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Abstract
R

Materials accounting for special nuclear
macterial in future fuel cycle facilities will
drav hesvily oo sophisticated data-analysis tech-
niques. Decision analysis, which combines ele-
ments of estimation theory, decision theory, and
systems analysis, can be used to reduce errors
caused by subjective data evaluation and to con-
depse large collections of data to a smaller set
of more descriptive statistics. The wethods and
requirements of decisior analysis are cdiscussed
and illustrarted by a conceptual design example
of an advanced materials accounring system for a
pluton.um nitrate-to-oxide conversion facility.

l. Introduction

The Safeguards Systems Studies Group at the
Los Alamos Scientific Laboratory, under the
auspices of the U.S. Departmant of Energyv/Office
of Safeguards and Security, is developing con-
ceptual designs of advanced materials accounting
systomas for the nuclear fuel cycle.)™® The
techniques of decision analysis,’» incorpo-
rating estimation/detection theory with modern
methods of analyzing complex systems, have been
found to be effective in the degign and evalua-
tion pr..ess. In addition, the techniques facil-
itate resal-time analysis of materials accounting
data from operaring fuel cycle facilities. The
purpose of this paper is to provide an overview
of decision analysis as applied to problems of
nuclear materials accounting.

"This work was performed as part cof the US
Department of Energy-Office of Safeguards and
Security Ressarch and Development Program.
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2. Decisior Analvsis

The details of decision analyeis ::: safe-
guards applications have been describec ir. sev-
eral references’” and will be omitted here.
The structure of the method is shown in Fig. 1.
ln its most general form, decision analvsis coom-
prises two main functicms: (1) computa:ion of

sufficient sratistics that include al] materisls

accounting information, and (2) determinarion of
decision thresholds to whichk the sufficient
statistics are compared tc discriminate betweer
two hypotheses: Hg,, that nc material is miss-
ipg, and H), that some material is missing.
The firer function relies on detectinn and esti-
mation theory, based on a modern state-variatle
formulation, to calculate sufficient stactistics
efficiently. The seconc function uses risi
assessment techniques, such as utility cheory,
to set thresholds in a rational! manner. This
paper will concentrate on the computastiorn and
use of appropriate sufficient statistics.

Sufficient Statistics.

Each different kind of sufficient statistic
depends on the mathemalical statemerts of the two
hypotheses. 1lp turn, the hypothesit statements
incerporate whatever characteristicc of the
diversion scenaric we are willing to assume.
However, the true diversion strategy generailv
is unknown beforehand. - Therefore, an array of
sufficient scatistics, each tailored to a spe-
cific diversion scenario. is required to cover
the possibilities adequately and effectively.
Table 1 gives some sufficient statistics that we
have found most useful. The first four statis-
tics are parametric; that is, they require
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Fig. 1. The structure of the decision analysies piocess.



TABLE 1

CHARACTERISTICS OF SOME SUFFICIENT STATISTICS

Statistic

Diversion Scenario

Commente

cusumie, 13 Anv

Uniform diversion
Sequenrial-variance
Smoothed materials

balance

Wilcoxon rank

Constant amount or
fractior per baliance

Randonr amount or
fraction per balance

Single or block loss

Constant amount or

Incivdes standard MUF-LEMUF
calculation as special case

Based or Kalmer filter;l6-19
estimates amoun: per balance

Based on two Kalman filters;
similar tc sequentigl F test

Based on forward and backward
Kalman filters; delayed resuits

Nonparametric; cannot treat

sum?l fraction per balance correlations
Kolmogorov~ Any Nonparametric; can treat
Smirnov correlations with difriculry

(corservative) estimates of the measurement error
var.ances, and thev car treat correlated meas .re-

ments properly. The 1last two statistics a&re
nonparametric anc do not need, nor can they use,
measurement statistics. For this reason, cor-

related measuremer ts cause uncercainties in the
detection and false-slarm probabilities realized
bv the nonparametric tests. However, mnonpara-
metric statistics a&re still useful for quick
checks &nd for truse cases in which the measure-
ment error statistics are not well known.

Test Procedures.

Two facts contribute to the selection of
testing procedures: (l) the materials accounting
data naturally appear sequentially in time, and
(2) the true diversion sitrategy is unknown ini-
tially. Although (csts based on the statistics
of Table I cover the possible distributions of
diversion, the times at which & diversion strat-
egy starts and stops must also be determined.
The sequential character of the data a&nd the
indefinite end-of-diversion point argue for
sequential (variable-length) testing. The added
benefits of more efficient tests, on the aver-
age,~! and less computational burden?? than
for tixed-length tests make sequentia’ testing
the logical choice.

The unknown stsrting point of a diversion
scenario requires that all possible starting
points be considered. Thus, if st some time we
have N materials balances, then there are N pos-
sible starting points for N possible sequences,
all endin: at the Nth, or current, materials
balance, and the sequenck lengths range from N
to 1. Tr.refore, each test is performed N(N+1)/2
times for the N materisls balances to account
for all posiible subsequences that might contain
diversion.

Sequential, or variable-length, tests have
two threlholdsbl'z2 rather than one as for
fixed-length tests. Thus at any time the test
result may be that no diversion (in the corre-
sponding scepario) has occurred (H, true),
that diversion has occurred (H; true), or that
no decision can be made until more dita are

available. The two thiesholds depend on the
desired false-alarm and miss probabilities and
were first derived by Wald; 1 use of those
thresholds ensures that the specified probabili-
ties are not exceeded.

In practice, although the upper threshold
depends on & fixed value of the false-alarm prob-
ability, the sufficient statistic never falls
exactly on that threshold. Consequently, the
true false-alcrw probability, or significance,
of the data is obscured. This prublem car be
treated by performing the tests at several sig-

nificance levels. We represent the results of
the wultiple-significance-level testing by the
alphanumeric .orrespondences in Table I1. The

letter T indicates that the sequence tested has
such low significance that extensions of that
sequence need not be considered.

Required Inpur Dats

Calculation of the parametric statistics
listed in Table I requires the following infor-
mation: (l) measured val"'s of initial and fina)
total inventories and netr transfers for each
materi.als balance; (2) error covariance watrices
for the measured values of (1), including a
variance for each error term (errors uncorrelated

TABLE I1
ALARM CLASSIFICATION

False-Alarm
Probability

~2

Classification

107 to 5 x 1077
5 x 107 to 1073

1072 to 5 x 10

5 x 10" to 10_“

107 1o 1077

-5
<10

>0.5

[ I I o B — B o T - -



in time can be lumped together; time-correlated
errors geperally camnot) and covariapces between
all error terms; apd (3) time covariance matrices
for the inventory and net-transfer correlated
measurenent~error terms. The actual amount of
ipput data required can be reduced significamtly
by proper!y orderirg the data and taking advan-
cage of tne sparsenest of the covsriance ma-
trices. The cthird item above can be obtained
from item (2) if the inmstrumentation operating
procedures (e.g., the recalibration schedule)
are known.

Although it may eeem that an inovdinate
amount of dats is required for the tests, the
problex wmust be kept in perapective by compari: n
with the standard MUF~LEMUF approach. The result
is that the techniques describcd above require
axactly the same data as does the calculation of
s single materials balance and its variance,
excert for the additional need for item (3),
which can be found if the instruzentation nper=
ating procedures are konown. Thar is, the deci-
sion analysis methods make bo:ter use of the
svailable data.

Useful Output Displays

The results of decision analyris are useful
in two ways: first, for near-real-tipe analysis
of materials accounting data from an operating
or simujated facility, and second, to generate
performance measures for the expected bahavior
of a materials accountiug system. The first use
is best served by (1) graphs of the sufficient
statistics of Table I, plotted with one-standard-
deviation error bars, for the time interval of
interest, apd (i) graphs of the N(N+l)/2 results
of each kind of test on alarm-sequence chartsl-
showing the initial and final points of those
saquences that gave ap salarm (using the letters
of Table Il as plotting symbols to indicate the
leve]l of significance of the alarm). Examples
of these displays are given in the next section.

The wost important performance maasures for
materials accounting are the »robability of
detection, the total amoun: of wmaterial loss,
and the time required to achieve the detection
probability for that loss. The false-alarm prob-
ability is avother measure, but in keepiug with
~ommon stacistica' procedures, it is fixed for
the purposes of evaluation. Commonly, values
for the performance measures are obtained and
reported as isolated points, perhaps for a few
values of detection time. In actuality, the
three performance wmeasurea describe a three-
dimensional surface that better represents the
behavior of a materials accounting sy.item. Such
aurfaces for s single test are called detection-

ower surfaces, and the composite surface Jor
&e eup[lu system, including all the tests, i»
called a performamce surface.43 A periormance
surface de'!uul the continuous function that
relates the three performance measures. An axam-

ple of a detectioo-power surface for the uniform
diversion test appeaars in the pext section

3. Ap Example

To illustrate the application of decision
analyais, we present results from a study of

materials sccounting in & plutoniuc nitrate-to-
oxide conversion facility.” The refe-ence
process is based on plutonium(Ill)-oxalate pre-
cipitation; & simplified block diagram is shown
in Fig. 2. Nowinsl capacity is 116 kg of pluto-
niuw per dar processed In 2-kg batches through
four paraile] lines, thrze operating ani one on
standby.

Many dif-erent waye of drawiny wmaterials
balances fur :he conversion process can be de-
fined. Base:d cn the conversior szudy,” one
strategy tha: works well 1s to consider each
process streaw frox the receipt tank te the prod-
uct dump and assay sration a& one unit process.
Thus, the transfers consist of feed from the
receipt tamk, product out of the dump and assay
station, and recycle solids and liquids, All
these transfers must be measurec, anc we must
obtain an estimate of the in-procests ipventory.
More detail is given in Ref. 3.

Using the techniques of decision analvsis
described above, we can obtain graphe of suzfi-
cient statistics and alarm-sequence charts for
any of the tests, at any poin- in time, ané for
any time interval. Examples of those graphs for
the uniform diversion test are shown in Figs. 2
and 4 for no diversion and diversion of 30 g per
balaace, respectively, over one day of operation.
Figure &4 clearly shows diversion at about that
level.

The final results of the analysis are given
in Table III and were determined using a detec-
tion probability of 0.5 and a false-alarm prob~-
ability of 0.00)l. The quoted sensitivicies are
based on consideration of several diversion
strategies. Howvever, uniform diversion was the
worst-case strategy, and the sensitivities 1in
Table IIl are essentially those of the uniform
diversion test.

As discucsed above, the perforwance of the
system is better represented hv a three~dimen-
sional eurface. Figure 5 shows cthe detection-
pover sucface for the uniform diversion test
applied to the example process for 100 balances,
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Fig. 2. Simplified block diagram of the nitrate-

to~oxide convarsion process.
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Fig. 3. Graphs of uniform diversion test results
for one day of opreration: no diversion.

or five days. The results in Table III for one-
batch and one-day periods can be easily ve:rified
in Fig. 5.
4, Conclusion
Decision analysic provides a logical frame-
work within which powerful statistical wmethods
can be applied to analysing materisls accounting

TABLE I11

DIVERSION SENSITIVITY FOR THE CONVERSION PROCESS

Average Diversion Total at Time

Deteccion Per Batch of Detection
Time (kg Pu) (kg Pu)

1 batch .4 0.4

(1.35 n)

1 day 0.02 0.5

1 week 0.012 1.7

1 month 0.007 3.9
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Fig. 4. Graphs of uniform diversion test results
for one day of operation: 30 g/balance
diversion.

dets effectively. The techniques svailable are
comprehen;‘ve and flexitle, and they facilitate
making justifiable, consistent decisions. The
graphical displays provide an essential link be-
tveen man aad machine, and they more clearly shov
the behsvior of materials accounting systems.
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